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What exactly /s a disaster?

¢ Anytime you're unable to access your
data or process transactions for a
period of time that affects your
ability to conduct business due to a
hardware or software failure, an
environmental catastrophe, act of
God, result of violence or other.




Why should you plan for such an
eventuality”?

¢ Maybe you shouldn’t.

— [f you can carry on operations without
dCCessS o your computer systems, you
probably shouldnt waste your time or
MONEY.

— Find out how dependent your business
IS on your information. Unplug your
computers and carry on business as
usual. You'll quickly: discover if you
need to plan for a disaster or not.




There are two separate but
essential components of the
Disaster Plan

¢ Human Behavior
— Where do they go?
— Who do they contact? And how? Where?
— What do they do?

¢ System Fault Tolerance
— How do we get our systems back online?
¢ \Who do we call?
¢ How long doges it take?
¢ \What IS the procedure?

— Hoew: much data will' be Iost IR the precess? (time,
Orders, Oppertunity:..)

— How dorwWe do DUSINESS?.
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If you're still thinking that disaster
planning is only for companies living
in fear that their buildings will be
bombed or burned to the ground,
you 're just not dealing with the facts.

here’s lots of everyday things that
can create business interruptions.




Sources of Trouble / Disasters

¢ Electrical Power

¢ Planned Obsolescence

¢ Acute failure of a critical component
¢ Central building trouble

¢ Jelephone company outage

¢ Your Network Administrator

¢ [[he Janitor

¢ Hacker

¢ [he Employee you fired last week

v |lacks off planning




Electrical Power

¢ Blackouts

¢ Brownouts, sags, dips and their prolonged
effects

¢ A/C Power Loss / Exposure to Heat

¢ Catastrophic Surge, Especially on the
Ground Wire




Planned Obsolescence

Basically, if you're stuff’s more than three
years old, you're living on a prayer.
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Acute failure of a critical
component

¢ Motherboard
Power Supply
Disk

RAM

¢ Controller

o NIC

¢ Router / Switeh
9 EtC.




Central building trouble

¢ A/C Failure

¢ Heat Failure

¢ Fire

¢ Sprinklers

¢ Building locked up
¢ Flood

¢ Power fallure




Telephone Company or ISP Outage

¢ T1- or Internet-based order-
entry systems

¢ Critical Web Site is Down

¢ Dial-up lines are out
— C.0. Trouble
— Backhoe

? Do any of these
outages affect the way
customers perceive the
. . A ol viability of your
= business ?




Your Network Administrator

¢ Deletes an important file which turns
out not to be on any tapes

¢ New system being staged in the
production environment causes
malfunctions on the main network

¢ \/endor patches not applied, new
Updates not compatible

¢ Administrator testing fieatures durin
production |




Lack of Planning

¢ Suddenly reaching a critical point
where user demand wrecks
performance

¢ Unexpectedly running out of disk
Space




Hacker

Hacker loads web site on your
Droduction servers wrecking
Derformance.

¢ Hacker deletes data
¢ Security compromise (HIPAA, other)

¢ \irus or Worm




The Janitor

¢ Someone in your space, whether cleaning
staff, maintenance, space planner,
whatever unplugs your system

¢ Other unscheduled collateral but
catastrophic damage introduced by
accident (leaking air conditioner, sprinkler
system), dust buildup, others)




Your EX

Angry ex-employees are unpredictable at
best, particularly if they ever had remote
dCCESS to your systems.

I gave an hour lecture last year on a firm
who fired their network administrator,
falled to lock him out, and paid a Very
VEry, dear price.




S0, how do you plan for unplanned
outages?

I recommend a Weighted Scorecard approach.
Start with a checklist of the most common causes
of unplanned system outages, indicate how likely
each one is to happen at your organization, and
how concerned you are about it; their product is

your “Need for Preparedness score. Work your
way down the list from top to bottom until you're
adequately prepared fior any: eventuality that
CONCcerns you. Since every firm Is different, there
are no rght answers. Your answers may: also
Clidnge based 0, dectidl EXPERERGES Wit amy.: O
tIIESE! SItUaLIORS.




Weighted Scorecard Sample
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Beginning Your Plan

Once you‘ve completed the weighted
scorecard, complete these two simple
Steps to get you on your way:

1. Attach rough dollar amounts to your
highest priorities and use the total to
create a preliminary budget in accordance
with your tolerance for scheduled
downtime.

2. Solicit targeted recommendations from
trusted sources who: you believe have the
EXPErIENEE to help you.




PROVEN SOLUTIONS:

Here are some proven solutions to the
most prevalent sources of
unscheduled system outages, why.
they are effective, and how they

Work:




PROVEN SOLUTIONS

¢ Online UPS

By pass Static Switch




PROVEN SOLUTIONS

¢ Air Conditioner




PROVEN SOLUTIONS

¢ Auxiliary
Ventilation




PROVEN SOLUTIONS

¢ Cluster




PROVEN SOLUTIONS

¢ Offsite Mirrored
Server

*cendex
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PROVEN SOLUTIONS

¢ RAID

RAID Array Controller
Configured for 4K Striping

Stripe 2 Stripe 3
Stripe 1 Stripe 7
Stripe 0 Stripe 6

Stripe 4

St Stripe 14
Stripe 13 Stipe 19

Stripe 17 T




PROVEN SOLUTIONS

¢ SAN
Entry Level

N'I' 2 Novell

FC HBA % HBA

With FC Access™, RAIDset 0| = LunOOWWNNT1
oachurvor‘seos" ' RAIDset 1) = Lun0 = WWNNT 2
only assigned LUNs RAIDset 2] = Lun0 = WWN Nove

RAIDset 3| = Lun 1 + WWN Unix



PROVEN SOLUTIONS

¢ F5 Link Controller,
Multiple Links

Internat




PROVEN SOLUTIONS

¢ Backup Device /
Procedure




PROVEN SOLUTIONS

¢ Snapshot Server

Active Microsoft
Exchange database

/ Application
1/0s

Pointer to
Ypdated dlok1’
ock 3.
Pointerto ~—<€———— Backup

Block 2 / request

Copy of original
Phlock s

Mounted snapshot
cache to backup server




PROVEN SOLUTIONS

¢ Offline Testing
Environment

Test Network




PROVEN SOLUTIONS

¢ Segmented
Network




PROVEN SOLUTIONS

¢ Monthly
Maintenance

Site Maintenance )




PROVEN SOLUTIONS

¢ Secure Server
Room




PROVEN SOLUTIONS

¢ \ulnerability Scan /
Security Audit




PROVEN SOLUTIONS

¢ Password Policy

“The red condor flies at
midnight” is not a valid
password. Please choose
another.

REERS//WWWrAdaEMmORPLROJECLSICOm/ftiny/password.php




PROVEN SOLUTIONS

¢ | ockdown




PROVEN SOLUTIONS

Emergency

Services

24 hours a day, 7 days a week

216.292.4878
M-F 8:00 am to 5:00 pm — dial “8”
Afier hours - exie nsion 3099




